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WHAT IS
CYBER SECURITY?




La ciberseguridad es :
.Conjunto de politicas
.Herramientas
.Conceptos de seguridad.
.Métodos de gestion de
riesgos.
.Formacion
.Practicas idoneas
gue puedan utilizarse para
proteger los activos de la
organizacion y usuarios del
ciberentorno.



Ciberseguridad es el

elemento clave en:
 Latoma se decisiones
* El diseno de Sistemas
 El desarrollo de
nuevas tecnologias en
la 4ta. Revolucion
Industrial.



CyberSecurity
Is Strategy

CyberlloT



Technology Innovation Management Review October 2014

Defining Cybersecurity
Dan Craigen, Nadia Diakun-Thibault, and Randy Purse

"Cybersecurity is the organization and
collection of resources, processes, and
structures used to protect cyberspace and
cyberspace-enabled systems from
occurrences that misalign de jure from de
facto property rights."



ISO 27k family
ISO 270032
Cybersecurity

INFORMATION SECURITY

ICT SECURITY*

CYBERSECURITY

INTERNET
SECURITY

CRITICAL INFORMATION
INFRASTRUCTURE PROTECTION
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IS chart by amCh
chart by amCharts Attack Techniques (March 2020)
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JS chartb Chart
chart by amCharts Targets (March 2020)

hackmageddon.com
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. Individuals - Multiple Industries

. Public administration, defence, social security Human health, social work
Financial, insurance iﬁ Wholesale, retail trade

. Manufacturing . Education

. Information and communication . Fintech

. Arts, entertainment, recreation . Other service activities



Ransomware due
to Pishing Scam




90% of companies vulnerable to email spoofing




ANATOMY OF A CREDENTIAL THEFT-BASED ATTACK

Credentials sent @

to phishing page [—_¢] File Server
[z] Domain controller
o — | Application server

Phishing email
sent to victims

Adversary navigates
” through network to access
critical applications with

Y stolen credentials
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Usar
Standard

1SO-27000

INFORMATION SECURITY

ICT SECURITY*

CYBERSECURITY

INTERNET
SECURITY

CRITICAL INFORMATION
INFRASTRUCTURE PROTECTION




Adoptar un Marco de Referencia en
Ciberseguridad NIST 1.1

NIST Cybersecurity Framework
Identify | Protect | Detect JRespond

Asset Access Control i Anomalies
Management Awareness and Events
Business and Training » Security
Environment Data Security Continuous
Governance Info Monitoring
Risk Protection e Detection
Assessment Processes and Processes
Risk Procedures
Management Maintenance
Strategy Protective

Technology
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How many
browser tabs do >
you have open

right now?




A friend is
coming over to
watch a movie.

Where are you
most likely to
watch it?

On whatever site it streams on for free.



a. What is your pet's name?

Which security
question do you A ——
usually pick?

G What is the name of the hospital you were born in?

d A What is the first name of the first person you kissed?




Your phone's
battery is
running low!

How do you
charge it?




What do you
usually share on
the internet?

Interesting articles, funny memes, whatever I think other people

should see.

Nothing.

I essentially livestream my entire life.

Updates related to my professional life.




You're hosting a
party at your
house. How do

you get the word
out?

Create a private event and invite people.

Direct message, text or email.

Send an end-to-end encrypted message.




"Updates are
ready to install."

Drop everything and update right now.

Don't remind me again.

Remind me tomorrow.

I'll do it once I finish this thing.




What does the
desktop of your
computer look

like?

Full of screenshots, random photos and downloads; I haven't seen
the wallpaper in months.

Kinda messy sometimes but I think T know where the important stuff
is.

I keep it more organized than a library; everything is exactly where it
should be.

There's nothing there. I like seeing my wallpaper.




a. I use an external hard-drive, every once in a while.

How do you back
computer?

G I keep everything in the cloud or schedule backups to the cloud.

d L Idon't need to keep a backup.




Who knows the
password to your S———
main email

Just my best friend.

account? .




How do you
unlOCk your b.  Fingerprintor face.
phone?




How many
passwords are
you reusing?

I have one where I switch up characters and add in numbers and

symbols here and there.

All of my passwords are completely randomly generated.

Just the one.

I have two or three I cycle through.




You're signing up
for a new service Y——
and need to

cre ate a C.  THAUSSASMET UEKON SISy SEOINE
username. Which
do you choose?
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Servicios de DISENO DE PROGRAMAS Y
CONTENIDO ACADEMICOS
BACHILLERATO, LICENCIATURAS,
MAESTRIAS Y DOCTORADOS

.MATERIAS PARA ESPECIALIDAD
.MATERIAS PARA CERTIFICADO.
DIPLOMADOS
.CERTIFICACCION SCCISP OFICIAL
TRANING CENTER

2 Wiuﬂmctu@

SoCT

by CyberlloT




Welcome to the SCCISP

CERTIFICACCION
SCCISP OFICIAL
TRANING CENTER

The SCCISP Certification offers professional
recognition, and an industry recognized
credentialed career pathway for Cyber and
Privacy professionals working within the
IoT-ITIoT Smart Cities and Critical
Infrastructure sectors.

* Privacy and Data Protection

Foundation Course e Industrial Control Systems

Introduction to loT Systems * Security Architecture

and Technologies

* |oT Security Pentesting

Industry 4.0 and 5G

e Physical Security

Resilience In A Connected

World

* |oT Security Institute
Framework

SoCT

by CyberlloT


https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=19
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=16
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=6
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=8
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=10
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=12
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=11
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=17
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=18
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=5
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https://www.linkedin.com/groups/13860813/ https://www.linkedin.com/company/65517086/
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