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La ciberseguridad es :
.Conjunto de políticas

.Herramientas
.Conceptos de seguridad.
.Métodos de gestión de 

riesgos.
.Formación

.Prácticas idóneas
que puedan utilizarse para 
proteger los activos de la 

organización y usuarios del 
ciberentorno.



Ciberseguridad es el 
elemento clave en:
• La toma se decisiones
• El diseño de Sistemas
• El desarrollo de 
nuevas tecnologías en

la 4ta. Revolución
Industrial.



CyberSecurity
is Strategy



"Cybersecurity is the organization and 
collection of resources, processes, and 

structures used to protect cyberspace and 
cyberspace-enabled systems from 

occurrences that misalign de jure from de 
facto property rights." 



ISO 27k family
ISO 270032 
Cybersecurity
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Ransomware due 
to Pishing Scam



90% of  companies vulnerable to email spoofing



Cyberattacks Nowadays
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Usar
Standard
ISO-27000



Adoptar un Marco de Referencia en
Ciberseguridad NIST 1.1
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•SECURITY 
THROUGH 

EDUCATION







Servicios de DISEÑO DE PROGRAMAS Y 
CONTENIDO  ACADEMICOS

BACHILLERATO, LICENCIATURAS, 
MAESTRÍAS Y DOCTORADOS

.MATERIAS PARA ESPECIALIDAD 
.MATERIAS PARA CERTIFICADO.

DIPLOMADOS
.CERTIFICACCIÓN SCCISP OFICIAL 

TRANING CENTER



CERTIFICACCIÓN 
SCCISP OFICIAL 

TRANING CENTER
The SCCISP Certification offers professional 

recognition, and an industry recognized 
credentialed career pathway for Cyber and 
Privacy professionals working within the 

IoT-IIoT Smart Cities and Critical 
Infrastructure sectors.

• Welcome to the SCCISP 
Foundation Course 

• Introduction to IoT Systems 
and Technologies 

• Industry 4.0 and 5G 

• Resilience In A Connected 
World 

• Privacy and Data Protection 

• Industrial Control Systems 

• Security Architecture 

• IoT Security Pentesting 

• Physical Security 

• IoT Security Institute 
Framework 

https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=19
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=16
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=6
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=8
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=10
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=12
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=11
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=17
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=18
https://www.sccisp.org/main/lp/lp_controller.php%3FcidReq=SCCISPFOUNDATION&id_session=0&gidReq=0&gradebook=0&origin=&action=view&lp_id=5
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